
 
 

PLEASE NOTE
The Unitary Development Plan (UDP) policies and planning, building control and other legislation and 
regulations referred to in the text of this guide were current at the time of publication. Because this 
guidance is an electronic version of the printed guidance as approved and adopted, these references have 
NOT been changed. For ease of contact; names, telephone numbers and locations have been regarded as 
non-material editorial changes and have been updated. 
  
As UDP policies and government legislation may have changed over time, before carrying out any work, it 
is recommended that you consult the current UDP 
http://www.westminster.gov.uk/planningandlicensing/udp/index.cfm for policy revisions and you may wish 
to check with planning and/or building control officers about your proposals.   

 
 

 
A GUIDE TO THE SITING OF SECURITY CAMERAS 

AND OTHER SECURITY EQUIPMENT 
 

 
 
 
CONTENTS 
Background  
Introduction  
Security by Design  
Visual Amenity  

c:\documents and settings\chris\my documents\webspgs\securitycamsweb.doc\0 
24/11/2004 

http://www.westminster.gov.uk/planningandlicensing/udp/index.cfm


Legislation: 
The need for planning permission and listed building consent  
Westminster Planning Policies  
Security Camera Design Considerations  
Design Checklist  
Contacts and further information  
 
 
BACKGROUND 
This document has been prompted by the conflicts which have arisen when security cameras have been 
mounted in sensitive townscape locations, compromising the special interest, character and appearance of 
the City's historic buildings and conservation areas. 
 
The purpose of the guideline is to indicate solutions which meet modern security needs without 
compromising the special interest, character and appearance of the City's historic buildings and 
conservation areas. 
 
The guideline gives practical advice to installers of security cameras and other security hardware with a 
view to ensuring that the visual quality of the environment is preserved as well as the required levels of 
safety are achieved. 
 
It is not possible to foresee all circumstances which may exist for all buildings and when planning 
permission or listed building consent are required: each application will be assessed on its merits. 
 

 
 

 
INTRODUCTION 
In recent years, environmental security has become an increasingly important issue.  In order to combat 
theft, vandalism and terrorist attack, security cameras and other surveillance equipment have been 
installed on existing buildings within the City.  Unfortunately, this has sometimes had a detrimental impact 
on the character and appearance of buildings and townscape. 
 
For this reason the City Council attaches considerable importance to suitably designed hardware and its 
location not only to preserve the character of buildings, but also to retain the overall attractiveness of the 
townscape.  Care and consideration is required in installing this equipment, whether it is located on 
buildings, street lights, walls, railings or other structures. 
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For this reason the City Council attaches considerable importance to suitably designed hardware and its 
location not only to preserve the character of the buildings, but also to retain the overall attractiveness of 
the townscape.  Care and consideration is required in installing this equipment, whether it is located on 
buildings, street lights, walls, railings or other structures. 
 
The security camera itself may be only one visible part of a closed circuit television (CCTV) system of 
hardware and cabling which together could have significant implications for the special interest of an 
historic building and the character and appearance of the townscape.  Other visible devices may include 
heat and smoke sensors, together with voice, card and finger print recognition locks. 
 
Even if security needs are expressed in terms of cameras alone, consideration still needs to be given to 
the location of cabling, monitoring equipment and control mechanisms.  This is especially important with a 
listed building where concern for the location of such items extends to the interior also. 
 

 
 
 
SECURITY BY DESIGN 
Security may be defined as: 
 
a) freedom from fear of personal attack 
b) confidence in the retention of belongings 
 
A secure environment gives protection to people, their possessions and their domain.  In the home and the 
street this may mean the prevention of burglary, vandalism, mugging: at work the concern is to protect 
money, property and information from theft, and people and buildings from damage. 
 
There are two principal means of achieving this: 
 
a) by designing an environment which reduces the possibilities of security risk, i.e. passive protection 
 
b) by providing an array of hardware and electronic devices which restricts access to intruders and 
increases the possibility of detection i.e. active protection. 
 
This guidance concerns itself with the latter, though the City Council endeavours to use its planning 
powers to produce attractive and well managed environments that help to discourage anti-social 
behaviour.  Following the advice contained in Central Government Circular 5/94 ' Planning Out Crime' the 
City Council will encourage developers to 'adopt designs for new developments that take the security of 
people and property fully into account, and by influencing the siting of new residential, commercial and 
leisure developments'. 
 
Persons concerned about security matters are advised to contact the City Council’s Crime and Disorder 
Reduction Team at the earliest possible stage in the design process.  The contact details can be found at 
the end of the guide. 
 
 
VISUAL AMENITY 
Conventional wisdom among security advisors is that devices such as CCTV must be overt, in order to 
maximise the deterrent.  However, camera housings and cabling can cause considerable visual clutter.  
The City Council is concerned that such devices do not cause harm to the townscape and in considering 
proposals for installing security cameras, will strive to protect and preserve the character and appearance 
of historic buildings, by resisting the application of excessive security hardware. 
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With new buildings, security should be fully integrated into the design process, enabling building 
components and profiles to be designed for ease of fixing and maintenance, and ensure minimum visual 
impact. 
 
When considering installation of a CCTV system or adaptation of an existing one, redundant hardware and 
cables should be stripped out and replaced by new systems of smaller scale and more sensitively located.  
Buildings in conservation areas and listed buildings will be considered particularly carefully. 
 
The City Council wholly endorses the need for security provision.  Nevertheless corporate styles and 
standard approaches will not normally be acceptable without addressing the requirements set by the 
character and appearance of the City's townscape. 
 

 
 
 
LEGISLATION: 
THE NEED FOR PLANNING PERMISSION AND LISTED BUILDING CONSENT 
 
PLANNING PERMISSION 
Under Section 57 of the Town and Country Planning Act 1990, planning permission is required for the 
carrying out of any development of land. 
 
Any alterations, maintenance or improvement which affect the external appearance of the building in any 
significant sense, shall be considered by the City Council to be development. 
 
If by their quantity, size, location, appearance or method of fixing the camera/s were considered to cause a 
significant alteration to the external appearance of a building, then planning permission would be required. 
 
It is possible, however, that the mounting of security cameras, provided they comply with certain size and 
location restrictions, may not require express planning permission, under the terms of the Town and 
Country Planning General Development Order 1988 (SI 1988/1813) (Subsequently amended). 
 
IF YOU ARE IN DOUBT ABOUT THE NEED FOR PLANNING PERMISSION, YOU ARE ADVISED TO 
CONSULT THE CITY COUNCIL GIVING FULL DETAILS OF THE SIZE OF THE CAMERAS (INCLUDING 
PAN AND TILT MECHANISM, INFRA RED ILLUMINATORS, RECEIVER, MOUNTINGS AND 
BRACKETS), NO. OF CAMERAS PROPOSED PER ELEVATION OF BUILDING, PROPOSED 
PROJECTION FROM WALL, DISTANCE BETWEEN THE OUTER EDGES OF EACH CAMERA 
ASSEMBLY AND DISTANCE ABOVE GROUND LEVEL OF EACH CAMERA ASSEMBLY. 
 
The appropriateness of the proposal will be assessed in terms of the current legislation and its impact on 
the appearance of the building, the townscape in which it is situated and any specific conservation policies 
which may apply. 
 
 
LISTED BUILDING CONSENT 
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Under Section 7 of the Planning (Listed Buildings and Conservation Areas) Act 1990 any works of 
alteration in any manner which would affect the special interest of a listed building will require consent.  
Owners and agents are reminded that it is a criminal offence to carry out works to a listed building which 
would materially affect its special interest, without obtaining consent. 
 
THE INSTALLATION OF INTERNAL AND EXTERNAL SECURITY CAMERAS WILL ALMOST ALWAYS 
BE CONSIDERED 'A MATERIAL ALTERATION' WHICH REQUIRES LISTED BUILDING CONSENT. 
 

 
 
 
WESTMINSTER PLANNING POLICIES 
The City Council aims to ensure consistently high standards of design and detailing in all new 
developments and any alterations to existing buildings and particularly in its 53 Conservation Areas. 
 
The mounting of security cameras and other surveillance hardware such as alarm boxes, shutters and light 
fittings on the facades of buildings can detract from their character and architectural integrity and may have 
a wider impact for example where security measures are installed on a diplomatic building in a street of 
residential character and function.  It is often possible to reduce the impact of security measures by 
sensitive design and location and to integrate them with the existing building. 
 
The City Council's current policies relevant to the installation of security cameras are contained in the City 
of Westminster Draft Unitary Development Plan 1991, DES 5iii(d) and DES 8 which deals with alterations 
and extensions throughout the City, and with the protection of listed buildings. 
 
The City Council will require particular sensitivity when installing security cameras in order to protect the 
special interest of historic buildings and the character and appearance of conservation areas. 
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SECURITY CAMERA DESIGN CONSIDERATIONS 
Consideration of whether to install security cameras should be seen as part of an overall approach to 
improving security for a building or area and full, early consideration should be given to the installation of 
any security system including cabling, sensors, junction boxes.  The checklist below highlights some 
potential problems and their resolution. 
 
When designing a security system early consideration must be given to what statutory approvals will be 
required.  These include planning permission and listed building consent. 
 
In order to properly consider any application for approval the City Council will require details of the size 
and appearance of the camera units, and drawings showing the location of the units and their fixings in 
relation to surrounding architectural detail, together with the necessary forms and fees. 
 

 
 
These details shall include the following: 
 
1. Location plan of the site at 1:1250 scale. 
 
2. Plans and elevations of the building or structure normally at least at a scale of 1:100. 
 
3. Size of camera(s), including pan and tilt mechanism, infra-red illuminators, received, mountings and 
brackets. 
 
4. Indicate number of cameras per elevation of building, distance each camera projects from fixing surface, 
distance between outer edges of each camera assembly, distance above ground level of each camera. 
 
Especially where works to listed buildings are concerned, applicants are encouraged to send details of 
their proposal to the Director of Planning and City Development, in order that they might obtain an initial 
view on the acceptability of their proposal. 
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Applicants are encouraged to employ an architect or building professional skilled in such matters in order 
to achieve a CCTV system which is fully and sensitively integrated within the broader environment. 
 

 
 
 
DESIGN CHECKLIST 
 
Quantity 
A good design will achieve its task with as few cameras as is necessary. 
 
Siting 
Avoid low level and skyline/roof line locations. 
 
Avoid important architectural elements: don't obscure mouldings and details, i.e. try to locate against plain 
wall surfaces. 
 
In some locations the camera may be integrated with an existing lighting fitting/assembly. 
 
Good levels of street lighting are an alternative to infra-red though very high security may require 
independent power supply. 
 
Camera should not shoot into on-coming vehicle headlights. 
 
Size 
To be kept to a minimum.  Choose your camera carefully; sometimes the camera housing can be reduced 
in size; sometimes the camera can be obscured completely. 
 
The use of modern colour cameras reduces the need for infra-red scopes. 
 
Colour 
Try to match adjacent facing material or paint a colour to match other integral fabric and fittings in the 
building e.g. black for metal work. 

 
Fixings 
Should be reversible. 
 
Consider fixings as part of the design and these should match colour of facing materials. 
 
Number of holes drilled to be minimised. 
 
Holes to be made into mortar joints and not stone or brick. 
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Consider fixing camera to an existing lamp column or free-standing pole. 
 
Cable Runs 
Pay careful attention to routing and size/colour of cables. 
 
Colour to match background facing material. 
 
To be integral whenever possible; otherwise use ledges, cornices or chase into fabric or joint. 
 
Consider how their impact can be minimised by containing within existing profiles or ducting rather than 
across details. 
 
Other Equipment 
Think carefully about other items which are part of the security system e.g. control and monitoring devices, 
alarm boxes, sensors, emergency lighting, water-bottles: these can add to the visual impact of the 
proposal.  Collectively they may require planning permission. 
 
Ideally they should be located internally.  In the case of a listed building they are likely to require listed 
building consent. 
 

 
 
 
CONTACTS AND FURTHER INFORMATION 
 
For advice about planning permission and listed building consent contact the relevant area team of 
Development Planning Services. 
 

 
CLICK HERE FOR LINK TO 

WESTMINSTER CITY COUNCIL 
CONTACTS LIST 

 
 
 
Metropolitan Police 
Crime Prevention Officers are located at each Police Station. 
 
 
For specialist advice for installations on historic buildings 
English Heritage  
London Region 
23 Savile Row 
London  W1X 2HE 
 
Tel: (020) 7973 3000 
 
 
 
Department of Planning and City Development, Development Planning Services, 1995 
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contacts.pdf
http://www3.westminster.gov.uk/spgs/publications/contact%20information.pdf
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